(4

OPOBCKOI'O paioHa

[Ipokyparypa
Pa3bACHIET

T T D e D e T T O O T O r OO O T T 00T O T O T TrOTOYTOx

S R s SR y‘a‘nyna‘nun“y.‘
COCOO OO < a e>ar =
Roiary
o - O O Fr 68 e ST A e S Wagestorc
co-ooorrrrs onmv.wf..maa =
oo ————— -
& SSUSECSS -
=5t
.

LS IR =R TRERANATST
D R L < jeest coo-ororroro000
TR TPPT, ARERERN .
S-rocecoorrent cereororrorocoor
NN B e ososrroor
corgrooo-g roororororo
TR0 dege .
i ~orocovro
voro S
A ° o
- oo«
O = - ° oroco Fooororo.

AV S -
- o ot
T .
> ——0 0 LD DO v v O O S oS
. resererorroroccorr oot ool
] e L e e T L
- rFOrO0OrOrOrO-
ororerers
~oceore sororsororosr
s ofor
3 > corovroroll Towo OvororcOrOrOrOro
)

23 3

0011019.00100011/

k=4 orwmhm,wHQ‘ﬁroOo SO RV ETIEL

s-Srow

orrrrocororo

P TS W L e PR BB BT

S COOr OO rOOrOrOrOO OO rCO000 mO
O Or 00O - 00O rOrOrrOr0000rrrOoraa ™
- OCOrrrOOrCOrOrOrOOrr OO r00000=o!

DO O PSP CPreceer oo rasr

00O OO rO0rororoorrrooro0000 o

CoroOvTor Lo
0000 TrrOrOroOrrrOoOT-O™e
P

0001010101001 o

Sorrrooroorororaom:

o fSp o ryrrrroorroro Fooorer-

0000+ rrooroorororoor ool

@ DO G T

ORO DD S

L o
oGk arco xn1n‘..'o
o- e-§-o-cororkororcororer
$Sc-o 1110‘01
OO~
\
ovo ) ¢
. g n.\
= 3
oS-
- sy
L J =5
D e
- B
Benss
~FO T QO v
-
- -
) -
s .

,011010103

So-o-oorore

DO OsS SO0

Y ot 2

P rOrOCOTr00OTr T rrO00OTOr
B e burisasove
T - O v ¢

ru0101n

OO OO 0000« wo)

1n1@..-ﬂn 2%

S A A - B S =
u101001001010193’1§§gdh10010101

A e e A W . e

it 0100000110101&“”“”9&!”“9«-0&1””9&!pﬂ.@hm:‘@?o:f\yx?us

erorvo-ocesereraooo !
OO0 ™
orCroommrOOro0c0oE o

TS ES SN

crcorrreorocoeer-on

SF#FrrrO0Orrc
E

OO0 O~

= e

Irordoro-

oorrrrrorororooro
et

O rrOr

[1PO
KHUBEP



[MOHATUE N OCOBEHHOCTW
KUBEPTIPECTYTTHOCTW

KnbepnpectyrnieHne- ato npecTynHas OeaTernbHOCTb, LEnbio KOTOPOW SBMSETCS
HernpaBoOMepHOe NCMNOoSb30BaHMUE KOMIMbIOTEPA, KOMMNLIOTEPHOW CETU UMU CETEBOIO
yCTpOWUCTBA.

OcobeHHOCTU KNbEpPNPECTYNHOCTN:
- Ypes3BblYanHas CKPbITHOCTb AeAHUN (MPUMEHEeHe MeXaHN3MOB P
aHOHMMHOCTU N WINdOPOBaHUS); ‘
-  TPAHCIPaHN4YHOCTb (I'IpeCTyI'IHI/IK N XKepTBa MOryT HaxXo4guUTbCAH
Ha 3HAYNTENbLHOM PacCTOSAHUW OPYr OT Apyra);
-HECTaHOAPTHOCTb CMOCOO0B COBEPLUEHUS;
-aBTOMAaTU3NPOBAHHbLIN PEXUM.



[PYTITbI KUBEPTIPECTYIUIEHUUA
(mo kouBeHIMK CoBeTa EBPOIIHLI)

BKJTHOYAET BCE KOMIMbIOTEPHbIE NPECTYNSIEHUS, HanpaBSiEHHbIE NPOTUB
KOMMbIOTEPHbIX JaHHbLIX U CUCTEM (HarnpumMmep, HeE3aKOHHbIN LOCTYM, BMeLWaTenbCTBO B AaHHbIE
UITN CUCTEMBI B LIENOM).

NPOTUBOMNpPAaBHLIE AESAHUSA, CBA3aHHbIE C UCMOMNb30BaHNEM TEXHOMNOIMIA
(noagnor, n3srneyeHne, brIoKMpPoOBKa UM USMEHEHME AaHHbIX, NOSTyYeHNE SKOHOMMUYECKON BbIrobl
NHBLIMK cnocobamu).

NpPpOoTUBOINpaBHblE AEeAHUA, CBA3AaHHbIE C COAepXaHUeM daHHbIX UIA
KOHTEHTOM.

HapyLLeHne aBTOPCKNX N CMEXHbIX Npas.
knbepTeppopu3m 1 Ncnonb3oBaHMe BUPTYyarbHOIo NpocTpaHcTBa Ang

COBEpLUEHNS aKTOB Hacunus, a Takke apyrue AesHus, nocsraroume Ha ooLEeCTBEHHYIO
Oe3onacHoOCTb.



OTBETCTBEHHOCTb 3A COBEPLUEHWE
KUBEPTIPECTYTIJNTIEHUA

OTBETCTBEHHOCTL 3a KNOEpnpecTynsieHns B
npegycmatpuBaetcda rmasoun 28 YK PO n kacaetcqa
TONMbKO KOMMBbIOTEPHbIX MPECTYMNIEHUN.

B 3aBUCMMOCTU OT TAXKECTU NPECTYMNNEHNS U
pasmepa NnpuynHEeHHOro Bpeda crartbn 272,273
n 274 YK PO npeanonaratoT HakasaHWE B BUAe
wtpada ot 100 Tic. pybrien, ucnpaBUTENbHbLIX
N NpUHyguUTENbHbLIX paboT oT 6 MecdaueB 4o S5 £ =
neT, OrpaHNYeHUst UNn NULEeHNs cBo6oabl A0 7 Nk




CITOCOBBI 3AILIUTHI OT
KUBEPIIPECTVYIUIEHUU

1. PerynsapHo o6HOBNANTE NporpaMmMHoe obecrnevyeHne n onepayuoHHY0 CUCTEMY
[TocTossAHHOE ODHOBIIEHME NPOrpamMMHOro obecrnevyeHnss 1 onepauuoHHON CUCTEMbI rapaHTUPYET, YTO ASS
3dllnTbl Ballero KOMrbrTepPa UCMNOJIb3YHOTCAH HOBeunLune ncripaBJjieHunsA ©esonacHoCTW.

2. YcTaHOBUTE aHTUBUPYCHOE NMporpaMmmMmHoe obecnevyeHue 1 perynsipHo ero

obHoBNANTE

Acnonb3oBaHWe aHTUBMpPYCa UM KOMIIIEKCHOIO peleHns anga obecnevyeHnsa MHTepHeT-6e30nacHOCTM-
9TO NpaBUNbHbIN CNOCOOD 3aLLNTUTL Bally CUCTEMY OT aTak. AHTUBMpPYCcHoe 1O no3BondeT npoBepsiTh,
oOHapyXuBaTb 1 yaanaTb Yrpo3bl 40 TOro, Kak OHU co3aaayT npobnemy. Ecnun Bl ncnonbsyete
aHTUBMPYCHOE NporpamMmHoe obecrneyeHune, peryndapHo obHOBNSANTE ero, YTobbl 0b6ecneynTb Hanny4yLwnm
YPOBEHb 3aLUUTHI.

3. Ucnonb3yute cunbHble Naponu

cnonb3ynTte cunbHblE NAponu, KoTopble TPyAHO nogobpartb, U HUrAe ux He 3anucbiBante. MoXHO
BOCMOS1b30BaTbCA YCIYyron Ha4eXHOro MeEHemKepa naponen, KoTopbin obrnerynt Bam 3agady, npeanoxus
CreHepupoBaHHbIM UM CUNbHbBIW NAPOSb.



CMNOCOEBbI 3AWNTbI OT KUBEPMPECTYMJIEHUN

4. He HaXKMManTe Ha CCbINIKM B 3IEKTPOHHLIX CMNaM-COOOLEeHUsAX N He canTax, KOTOPbIM
He AoBepseTe

Ewe ogmH cnocob, ncnonb3yemMbl KUOEPNPECTYNHUKaMU AN 3apaXXeHns KOMIMboTePOB
nonb3oBaTeneun, - 3To0 BPeAOHOCHbIE CChISIKU B CNaMOBbIX 3M1EKTPOHHbLIX NUCbMaX Ui apyrmux
coobuleHns, a Takke Ha He3HaKOMbIX BeED-canTax. He npoxoamTe no 3TUM CCblfikaM, YTOObI He
CcTaTb XXepPTBOU MHTEPHET-MOLLEHHMKOB.

5. He npepgocTaBnanTe nn4yHyro nHgpopmauuio, He yoeauBLUUCL B 6e30NacHOCTU KaHana
nepepayu

Hukoroa He nepenaBanTe NUYHbIE AAHHLIE MO TENEJOHY UMK NO 3NIEKTPOHHOW MoYTe, ECN Bbl
He yBEpPEHbI, YTO TeNIePOHHOE COEANHEHUE UMW IMEKTPOHHAA NoYTa 3alUuLLEeHbl. YoeanTecs,
4YTO Bbl AENCTBUTENBLHO FOBOPUTE UMEHHO C TEM YENOBEKOM, KOTOPbIN BaM HYXXEH.

6. CBsXXUTECb HAaNPAMYIO C KOMMaHUEW, ecrim Bbl NOSTYYUNU NoAO03pUTESNIbHbLIU 3anpoc
Ecnun 3BOHALWMIW NPOCUT Bac NpeaocTaBuTb Kakme-nmbo gaHHble, NOfoXNTe TpyoKy.
[lepe3BoHUTE B KOMMaHUIO HANpsMyt No HOMepY TernedoHa Ha ee opuLmaribHOM canTe, U
ybegmnTech, YTO BaM 3BOHUIN HE MOLLUEHHUKN.,



CMOCOBbI 3ALWLUTbI OT KUBEPMPECTYNNEHUN

7. BHMmaTenbHO npoBepaAnTe agpeca Bed-cantoB, KOTOpPbIe Bbl NoceljaeTe
Obpawante BHMmMaHue Ha URL-agpeca cantoB, Ha KOTOPbIE Bbl XOTUTE 3anTu. He
nepexoauTe no ccbinkam, cogepxalinum HesHakomMmble Unn Ha Bug cnamoBble URL-
agpeca.

Ecnun Baw npoaykT ans obecrnevyeHns 6esonacHocTn B UIHTEPHETE BKIOYaeT
doYyHKUMIO 3aLLUTEI OHNAWH-TPaH3aKuun, yoeantecsb, YToO OHa akTUBUPOBAaHaA.

8. BHUMaTenbLHO NnpocmMmaTpuBauTe CBOM 6aHKOBCKME BbINMUCKU
[IpocmaTpmnBanTe BHUMATENBHO CBOU BAHKOBCKNE BbLIMUCKM U 3arnpaluBanTe B
baHke nHdopmaumio rno fodbiM HE3HAKOMbIM TpaH3aKUUAM. baHK MOXeT
NPOBEPUTL, SABMAKTCA I OHN MOLLUEHHUYECKUMMN.



